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ABSTRACT: Objective — The aim of the article is to show the interdisciplinary nature of
security and information sciences and the relationships that exist between them in the area
of threats generated by digital civilisation. Attention was paid to the importance of selec-
ted components of the information security culture in shaping the security culture. It has
been pointed out that these components are a permanent subject of information science
research. Method — A method of analysis and criticism of the literature was used. Results
— Information technology as a discipline dealing, among others, with the functioning of
people in the world of information (e.g. individual and group information management,
information literacy obligations, information needs and behaviour - also in everyday life,
information culture) supports research in the field of security sciences (especially human
safety) conducted in the context of the development of technical civilisation and commu-
nication. Threats that the information society generates require studies, e.g. in the field of
personal, social, health and ecological security (protection of the infosphere against in-
formation overload and humans against information stress). As part of these problems,
theoretical and empirical research is undertaken, which is also dealt with by information
science researchers. The combination of scientific reflection undertaken by specialists in
both areas is indispensable in order to be able to see in the information security culture
a common research subject enabling the diagnosis of various aspects of the broadly under-
stood information culture.

INTRODUCTION

The subject of information science research comprises objects, pro-
cesses, events and information phenomena in society seen in the perspec-
tive of mediation (between information and its user). According to the
literature analysis carried out by Sabina Cisek, the research field of infor-
mation science is described differently, mainly because “mediation in the
social world of information is multifaceted and has an educational, insti-
tutional, communicative, cultural, organizational, political, legal, psycho-
logical, social, technological, IT, and utilitarian dimension” (Cisek, 2009,
pp- 47-56), and because it is possible to define objects, processes, events
and information phenomena differently; it is difficult to specify what
are fixed information resources, information needs, and behaviours; be-
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cause information science integrates what is material (carriers, technolo-
gy), psychological (information users), ideal (information as such, know-
ledge of humanity); and also because it uses various concepts and para-
digms of science, e.g. cognitive currents. Therefore, in the latter part of the
argument, the author states that the formulation of the subject of informa-
tion science research is not easy, because it is associated with all areas of
science, professional activity, everyday and social life. Hence, the con-
nections between IT in other disciplines are very broad. Examples of re-
search directions in information science (Sosinska-Kalata, 2013, pp. 9-14;
Sosinska-Kalata 2015, pp. 115-137; Wozniak-Kasperek, 2015, pp. 139-157)
conducted at the “interface” with other disciplines are: domain analysis,
information architecture, Big Data, information ecology, information eco-
nomics, philosophical aspects of information science, digital humanities,
personal information management (PIM), infobrokering, social informa-
tics, informetry, webometry, cybermetry, cognitivism, information cul-
ture, information education, information competences, digital data cura-
ting, knowledge organisation, meta-theoretical reflection on information
technology, information behaviour, information management in organi-
sations, including information audit, and the domain of information secu-
rity culture that I propose.

SUBJECT MATTER AND OBJECTIVE

The subject of the article is the issue of information security culture
treated as a new area of information science research related to human
functioning in a hybrid information environment (infosphere), in which
the entity is exposed to dangers resulting, among others, from information
overproduction and information stress. The aim of the article is to show
the interdisciplinary nature of both domains and relationships that exist
between them in the area of research on threats generated by technological
civilisation. The specific objective was considered to indicate the impor-
tance of selected components of the information security culture in sha-
ping the sense of security of citizens and sensitizing them to activities in
which information is used as an element of influence. These components
include:

* information culture of members of the society,

* information ecology,

* media security,

* information security management and information audit,

* information policy and shaping the social information order,

* organizational culture and informational behaviour in the organi-

zation,

¢ information, media, intercultural and civic education.



35

METHOD

The method of analysis and criticism of literature from both fields was
used, which allowed, among other things, the comparison of concepts
with the same names but different meanings.

THE RELATIONSHIP OF SAFETY CULTURE WITH INFORMATION
SCIENCE

While writing a monograph on the basics of security sciences, Leszek
F.Korzeniowski assumed that security is multi and interdisciplina-
ry, which results in the need to “cross the boundaries between fields of
science and scientific disciplines and the opportunity to use the methodo-
logical toolkit and the theoretical output of other sciences” (Korzeniowski,
2012, p. 71) (philosophy, psychology, sociology, history, economics, politi-
cal and legal sciences, physical culture sciences, in some issues also natu-
ral, agricultural, forestry, mining, medical, military, pedagogical and even
theological and artistic sciences). Further in the discussion, it is concluded
that the adoption of interdisciplinary or monodisciplinary perspectives by
security researchers “constitutes a distinction between what is and what is
not practicing securitology”, therefore “the programmatic methodological
basis of securitology is crossing borders between scientific disciplines and
the transdisciplinary approach becomes the determinant of the identity
of securitology.” (Korzeniowski, 2008, pp. 47-48). Among the disciplines
mentioned by L.F. Korzeniowski, there was no information science, al-
though another researcher in security and defence problems, a specialist
in military information operations, Ryszard Szpyra, clearly indicates the
importance of information science in analysing phenomena related to in-
formation operations', which cannot be limited to a physical and cyberne-
tic interpretation of information theory, but should incorporate the psy-
chological context within the implementation of information processes.
This context which allows the study of how people relate to information,
search for it, process it, and use it, is associated with emotions and cogni-
tive processes (perception) that affect the decision making of individual
entities. Hence the interest within security science in the information be-
haviour of recipients of broadcast messages, and especially in the ways

! Information operations are “coordinated and synchronized actions taken to achieve
the desired impact on the will, thinking and ability of the opposing party (...) by influencing
its information, systems and processes based on information, using and protecting their
own” (Z. Modrzejewski, Operacje informacyjne. AON, Warszawa, 2015, p. 11). Information
operations (states) are also defined as organized state activity leading to the achievement of
specific political goals, directed at external and internal information communication systems
or information flowing through them.
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people who are the target of information operations mentally process and
receive information.

The inclusion of the social concept of information theory in research
conducted within military sciences allows “treating information science
as studying information flow in society” and recognizing that “the act of
information transfer presented as a system: source - channel — recipient”
is the essence of this concept. As emphasized by Szpyra, the content of
social information theory implies the possibility of influencing both “in-
formation transmitted through the flow channel and the source generating
it, as well as the recipient”, which means that there is a potential area of
possible influence on information and information processes, because “all
elements of the information process are susceptible to some form of influ-
encing the information they transfer” (Szpyra, 2002, pp. 37-38).

COMMON OBJECTIVES FOR SAFETY AND INFORMATION
SCIENCES

Security sciences in many environments are identified with the terms
security culture, defence culture, security climate, or securitology (Korze-
niowski' 2012, p. 55). The consequence of this practice is to define a sa-
fety culture either in a broad or narrow perspective (Cieslarczyk, 2014,
p. 23). Securitology as an emerging scientific discipline undertakes re-
search on threats to the existence, development, and normal functioning
of human and social organizations, taking into account the security of the
subject (human), the security of a small social group, the security of society
(a large social group) and the security of humanity (Korzeniowski, 2008,
pp- 53, 55). The security of each of these entities concerns “the ability to be
creatively active and means an objective state of non-threat, felt subjecti-
vely by individuals or groups”. Therefore, it covers the context of econo-
mic dependence, ecology, social and humanitarian issues, issues related
to maintaining national identity, and ensuring proper participation in the
civilisation development of the modern world, thus entering the field of
research on the information society, information culture, information eco-
logy, information economics, information policy, information behaviour,
information needs, information barriers, information processes and sys-
tems, information organization, information and communication techno-
logies, information management, digital information and media compe-
tences, information communication, information security culture, in other
words areas of interest in information science.

The common goals of security and information sciences are related to
providing entities with the possibility of creative activity, freedom of in-
tellectual development, identity, and cooperation within the framework
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of positive cooperation. Not without reason, in one of the concepts of in-
formation literacy developed by Jeremy J. Shapiro and Shelley K. Hughes, it
is treated as a modern liberal art and an independent scientific discipline
(Shapiro & Hughes Shelley). The subject of this discipline is a human func-
tioning in the world of information and a critical reflection on the nature
of information in itself and its social, cultural, technical and philosophi-
cal contexts. This approach to information literacy guarantees preparation
of people for functioning in the information society and is the basis of
their humanistic upbringing. It also serves social progress and counteracts
the process of social exclusion by preparing for lifelong learning because
it equips a person with the knowledge that dictates his freedom in the
cyber world and active participation in shaping the information society
(Batorowska, 2013, pp. 3-10; Jasiewicz, 2012, pp. 107; 108). The subjective
dimension of security also applies to “an individual as a citizen and the
guarantees of personal safety expected by him as the starting point for
stable development, implementation of professional ambitions and aspi-
rations, and creation of conditions for building family happiness” (Bu-
czynski, 2011, p. 54).
Therefore, the common goals of these sciences are related to:
counteracting exclusion and global social division,
striving for sustainable development in the infosphere,
shaping awareness of threats in society,
shaping social order, including information order,
protecting against manipulation and distortion of information,
providing access to information and knowledge,
shaping pro-infoecological and civic attitudes,
taking advantage of the challenges and opportunities that digital
civilisation creates for the development of the common good of hu-
manity,
* creating transparent information policy,
¢ disapproving of turning the infosphere into a training ground for
information war,
* counteracting the negative effects of globalization processes.

Identification of threats that may interfere with the proper functioning
of the entity or the loss of certain values, e.g. potential, determines the
subjective scope of security. This means that security should be perceived
as a factor that develops and enriches an individual’s personality, and is
the basis for his intellectual development, the lack of which causes the
temporary or relatively permanent loss of the individual’s ability to deve-
lop widely in the ICT environment. Technological civilisation is subjected
to empirical analysis as a source of threats both from the perspective of
information science and security sciences, especially in the context of in-
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formation ecology (Kaminska-Czubata, 2017, pp. 54-68; Januszko-Szakiel,
2017, pp. 391-414).

Regarding threats generated by technological civilisation in the context
of information science, Wiestaw Babik refers to the tasks set for informa-
tion ecology aimed at eliminating these threats. The means of implemen-
ting this task are:

introducing a state of balance and harmony in the anthropoinfo-
sphere,

ensuring secure and well-organized access to knowledge and infor-
mation,

protecting the public against threats arising from overproduction of
information,

constant care for the quality of information,

preventing the generation of poor quality information,

removing useless information or its utilization,

promoting the ethical use of information and ICT,

shaping the human information environment, including cultural
continuity,

developing appropriate methodologies to improve human functio-
ning in the environment (Babik, 2014, p. 114).

Brunon Hotyst approaches the issues of human security in the context
of the development of technical and communication civilisation (Hotyst,
2014, pp. 278-307).

The state of social security level combines:

treating science and technology institutions as open interactive net-
works caring to ensure the quality and reliability of the information
they produce and disseminate,

civic valuation of techniques focused on informing users of new
media about current events and initiating reactions to them in the
form of protests, public debates, social experiments, participation in
expert opinions and forecasting,

counteracting alienation processes in which the products of human
action begin to function independently of a person and against him,
in order to enslave its creator and destroy him, e.g. technopol, inter-
net of things, big data, virtual reality,

industrialisation, the consequence of which is “breaking with the
past” and gradual loss of identity as “a phenomenon imposed on
society, disorganising its organisation and causing a sense of dan-

77

ger”,
increasing factors of social helplessness, such as social anxiety, low
self-esteem, lack of self-confidence, shyness, dependence on others,
limited trust in others, detachment from family, lack of friends, ta-
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king the form of social pathologies that result from network addic-
tion, the media, from professing the “philosophy of ease”, from stri-
ving for “freedom from” all obligations and responsibilities, giving
up skills that can be replaced by artificial intelligence systems, etc.,
the ability to link public communication with the science sector, hin-
dered due to the different goals adopted by both parties, and the
ability to eliminate the lack of connections between them, e.g. in the
area of shaping the awareness of the “non-knowledge society” in
terms of the consequences from side effects of technological civilisa-
tion development for human development,

the development of telecommunications, which creates communi-
ties with specific interests, standards, and rules of the game, over
which politics increasingly loses control, as it does as well over the
flow of information,

recognising the phenomenon of the superiority of technique over
culture, the processes of dehumanisation of interpersonal contacts,
“collectivisation of minds” and counteracting these threats,

human information awareness, the ability to make choices, make de-
cisions and the intensity and ways of using ICT,

dealing with information redundancy and information stress,
overcoming infostress, technostress, netoholism, Internet addiction,
etc.,

the ability to analyse media messages containing elements of per-
suasion, manipulation and propaganda as well as adherence to me-
dia disposers” codes of journalistic ethics,

shaping responsible attitudes of media users, educating them as to
information and shaping users” information culture and their matu-
rity in dealing with the media,

information, media and IT education allowing an increase in the le-
vel of personal data security and rational management of informa-
tion and its security.

Both disciplines struggle with the exclusion of the individual from so-
cial life, and both disciplines treat mental aspects (spiritual, immaterial,
ethical, conscious, axiological) as determining whether human develop-
ment will properly serve the security and development of humanity, re-
quiring them to be reflective and to “cultivate the human spirit” (Piwo-
warski, 2015, p. 185) and information maturity.
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INTERDISCIPLINARITY A COMMON FEATURE OF BOTH DOMAINS

Reading a series of books published by PWN on security by Bruno Ho-
lyst? reveals the domain of securitology from the perspective of various
scientific disciplines and subdisciplines, such as anthropology, sociology,
psychology, law, economics, biology, technology, philosophy, and ethics.
Although in each of these research areas there are different theoretical and
methodological approaches, security is treated by the author very broadly
as “a set of conditions that allows an individual to achieve their intended
goals without interference”, i.e. includes not only his “mental but also bio-
logical, social, cultural and legal state, in which a person has a feeling of
complete certainty that he or she has support in another person or in a well
functioning legal system” (Hotyst, 2014, p. 10). Similarly, IT, in creating
the circumstances to ensure optimal conditions for the implementation
of the information process, eliminates barriers preventing the fulfilment
of information needs and achievement of satisfaction by the entity that
expects of information providers a product that meets quality standards,
and of intermediaries high-quality information services.

The research area of security sciences, like information sciences, is in-
terdisciplinary. In information science, the subject of considerations is
“the entirety of issues related to the flow of information from the source
to the user, detection of disturbances occurring at individual stages of this
process, and indication of ways to remove these disturbances” (Pindlo-
wa, 1984, pp. 35-38), and it is associated with “objects, processes, events
and information phenomena in society in the human world, seen in the
perspective of mediation between fixed information resources and people
who need it” (Cisek, 2009, pp. 47-56). The connections between informa-
tion science and other disciplines mainly concern information technolo-
gy (IT), social communication (journalism, editing, media), management
sciences (business intelligence, knowledge management), pedagogical
sciences (information literacy, information education), social sciences (in-
formation society, social computing, information culture), as well as the
study of document collections (GLAM, archival science, library science)
(Bawden & Robinson, 2012).

These relationships, which were noticed by David Bawden and Lyn
Robinson, were described in the textbook Introduction to Information
Science and were reflected in the monograph Diagnostics in information
management: information perspective (Diagnostyka, 2017) prepared and edi-
ted by Remigiusz Sapa. This publication is a multifaceted discussion of

2 B. Holyst, Bezpieczeristwo: programy promocji (2017), Bezpieczeristwo gatunku ludz-
kiego (2016), Bezpieczeristwo spoteczeristwa (2015), Bezpieczeristwo jednostki (2014),
Bezpieczeristwo. Ogélne problemy badawcze (Warszawa 2014), Zagrozenia tadu spolecznego.
Vol.1-2 (2013, 2014).
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problems related to activities that are aimed at formulating a diagnosis
in various areas of information management, including both information
resources and information processes (formulation of information needs,
collections, resources, their development, processing, organizing, sharing,
storage, protection). The adopted information technology perspective has
made it possible to focus attention on solving practical problems arising
in human-information interaction, mainly related to scientific, economic,
and educational projects. The interdisciplinary approach to information
science reduces the phenomenon of fragmentation of scientific reflection
taken in isolation from the achievements built in various areas of know-
ledge. In this context, the editor of this volume continues the work of Wan-
da Pindlowa, who drew attention to the opening of information techno-
logy to cooperation with more and more new sciences and who stated
that “the impact of information science on other disciplines is not visible,
because representatives of most disciplines identify information science
with computer science, or unconsciously use the experience developed by
information science theorists” (Pindlowa, 2013, p. 55). Reading this mono-
graph should make researchers outside of the field of information science,
especially those dealing with security sciences, aware of the significance
of the potential inherent in the discipline presented here, among others,
for diagnostic tests undertaken in the field of information and knowledge
management, including information security management.

INFORMATION MANAGEMENT IN SECURITY SCIENCES
AND IN INFORMATION SCIENCE

Information management is a cycle of systematic and interrelated acti-
vities related to information, the purpose of which is to be effectively used
both on an individual, organizational and social level. It concerns the me-
thods, principles and tools for effective information retrieval, collection,
development, processing, generation, storage, sharing, use and creation
of new information. Therefore, the advantage is not only in gaining access
to specific information resources, but mainly in gaining the ability to ma-
nage their content. This advantage can create a “conflict situation, in which
one of the parties has more effective information systems guaranteeing the
possibility of creating better conditions than the other party to achieve
their goals”. Uneven access to information creates a threat to the informa-
tion security of the “uninformed” party (Szpyra, 2002, p. 251).

Following Katarzyna Materska’s modern approach to information ma-
nagement, it becomes necessary to include in her research area the follo-
wing issues:

* information security management (creating company information

security),
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* information culture of the organization, the development of which
contributes to the improvement of information and communication
competencies and information awareness of employees, thereby in-
creasing the level of information security,

* information quality management, which is reflected in the informa-
tion security management system, and in creating information stra-
tegies that are a reflection of the organization’s specific information
policy, translating into building its own personalized information
security policy,

* strategic information management resulting from treating the infor-
mation resource as a strategic resource of the organization, nation,
corporation, or group, from which it gains an informational advan-
tage over the rival side,

* information audit, including also information security audit based
onnorms and legal acts setting the levels of information validity and
types of secrets (state, official, personal, tax, banking, etc.),

* management of the information environment, which is the environ-
ment of information struggle, wherein the entities operating in it
initiate decision-making processes in which “people and systems
observe, analyse, decide and act according to the information ente-
red” (Materska, 2016, pp. 371-372).

The ability to manage information is indispensable in managing infor-
mation security. From this perspective, one can reflect on the domain of
security management, set boundaries between securing information and
information security, and indicate the relationship between information
management and security management and information security mana-
gement. In this analysis, it is very important to distinguish information
security regarding an entity that is threatened by a lack of information or
the possibility of losing information resources, from information security
understood as the protection of data held by that entity (Janczak & Nowak,
2013, p. 18). The securing of information is only one of the components
of an entity’s information security. In turn, information security manage-
ment comes down mainly to the problems of creating and enforcing the
so-called information security policies, where information security mana-
gement also refers to information itself, systems in which information is
subject to information processes, the environment in which these systems
operate, the personnel who use these systems, and the legal environment.
As Agnieszka Filipek points out, security management cannot be linked
only with choosing between safety or risk, but with the ability to take
risks, deal with them and manage them wisely in order to introduce
change that enables development and, consequently, guarantees the enti-
ty’s long-term security (Filipek, 2017, p. 176).
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Effective safety management requires understanding of the essence
of security, knowledge of the specifics of contemporary challenges and
threats, preparing society for effective problem solving and acting in situ-
ations that threaten human security, and perceiving the scope of changes
that allow increasing the quality of activities to shape the environment
and safety culture. Prevention safety should include all educational acti-
vities aimed at preparing a person to effectively resist threats and suppor-
ting his predispositions, interests, abilities, self-esteem, respect, empathy
and bonding with society so that he feels like an important link in building
a culture of security within his surroundings. Prevention understood in
this way requires a reliable diagnosis of a person’s sense of security, ena-
bling him/her to participate in designing educational initiatives.

INFLUENCE OF INFORMATION CULTURE ON THE SECURITY
CULTURE LEVEL

Marian Cie$larczyk includes information culture among the basic com-
ponents of security culture (Cieslarczyk, 2011, pp. 13-32), in which he at-
taches particular importance to the information competencies of modern
man, which guarantees the conscious and therefore secure functioning of
the subject within the digital civilisation and determines the shape of the
subject’s defence in this dimension. In an article combining elements of se-
curity culture with information ecology and information culture, he writes
that “an appropriate level of information culture and information security
culture of a given entity is one of the main conditions for shaping the rela-
tive balance between objective and subjective security. Without this, there
is no security in the long term” (Cieslarczyk, 2017, pp. 144-145; CieSlar-
czyk, 2015, pp. 16-28). To this end, it is necessary to shape the information
awareness of citizens and their civic attitudes, thanks to which it will be
possible to shape the social information order, creating a coherent system
in which Jézef Olenski includes social norms, processes and information
systems, and information resources (Olenski, 2006, pp. 19, 27). Each poli-
tical system of the state creates its own specific social information order,
which should ensure the functioning and stability of the state, and thus
the security of its citizens.

The research field of security culture therefore covers the problem of
education in the field of information security culture. It can be defined as
“the sphere of human activity shaped by information awareness and ways
of thinking about security; values, norms and rules supporting the need
to increase the level of security culture allowing one to see challenges, op-
portunities and threats in the local and global information space; attitudes
affecting the sensitivity of the public to the importance of security and
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shaping the behaviour of information-mature users of the infosphere who
are jointly responsible for this security” (Batorowska, 2018, pp. 70-85).
These behaviours result from the interaction of the cultural components
mentioned above. They relate to objects and other products related to in-
formation security and the participation of entities in the information pro-
cess. People who have low education and represent low human capital be-
cause they are socially and economically disadvantaged do not think about
a culture of security (Batorowska, 2018, pp. 92-100) and investing in the
future. Zygmunt Bauman warns that consciously maintaining society in
a state of ignorance leads to paralysis of its will, and “a man who does not
know what to expect and is unable to assess the situation properly, mani-
fests pathological political ignorance” (Bauman, 2007, pp. 201, 202). Hence
the need for education to ensure information and media security. By the
latter, Rafat Klepka understands “the state of uninterrupted functioning
of the media system in a given country” and combines this with “pre-
paring recipients to consume media content, in particular regarding the
most important social and political processes” (Klepka, 2018, pp. 120, 122).
However, media and information security requires information and me-
dia competence from citizens. Their development supports the sensitivity
of their perception of any negative phenomenon related to the information
process and the ability to assess its impact on the proper functioning of
the infosphere, whose security has a direct impact on the security of the
individual and of the group (Batorowska, 2017, p. 26).

Protection against manipulation in the environment of liquid sur-
veillance requires mass media information maturity, which cannot be
achieved without constantly “renewable” information competencies,
among which PIM occupies a key place. The ability to create and use in-
dividual information collections requires metacompetencies, which have
to be cultivated. As the research conducted by Marzena Swigon shows,
“society should demand such courses [to] be able to function properly in
a group and in society”, and to know how to verify information to
preserve a culture based on openness and democracy (Swigon, 2012,
pp- 284, 285).

Continuous and widespread public education is needed about the
threats generated by digital civilisation and about information security
issues. Education for information security is therefore a response to the
appeal of Brig. Gen. Prof Dr hab. Stanistaw Koziej for shaping the resis-
tance of Polish society to information attacks and raising its awareness of
the modern information war. The document the Doctrine of Cybersecurity
of the Republic of Poland (Doktryna, 2015), draws attention to the need to
include the public, private, and civil sectors in activities to create an infor-
mation security environment for the country and to involve representati-
ves of these sectors in the process of continuous education and of raising
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awareness of information threats. Education in the field of information
security is treated as an important link in supporting the cybersecurity
system, and the skills and awareness of individual users is one of the pil-
lars of cybersecurity (Batorowska, 2018, pp. 163-172).

That is why shaping pro-ecological and civic attitudes is an important
element of Wiestaw Babik’s security of the human information environ-
ment. Recognizing information as a common research problem of infor-
mation scientists and representatives of security sciences, he points to the
need to integrate and synthesise various ways of recognizing it within the
humanities and social sciences in order to “enrich the knowledge of both
the information itself and the areas of its creation and use” (Babik, 2018,
p. 111; Babik, 2017, pp. 165-166).

CONCLUSIONS

In conclusion, information science, as a discipline that deals with —
among other things — people in the world of information, supports re-
search in the field of security sciences, especially human security in the
context of the development of technical civilisation and communication.
The information behaviours of security entities resulting from the attitu-
des they accept towards information indicate how to deal with:

¢ data redundancy and information stimuli, especially with their se-
lection,

* acceleration in the sphere of ICT development, causing the pheno-
menon of technostress and infostress,

e the need to choose between “freedom from” and “freedom to”,
which raises axiological dilemmas arising at each stage of the infor-
mation process,

¢ rebellion or acceptance of disinformation activities, information and
media manipulation, with technological surveillance,

¢ functioning in an environment of permanent struggle for informa-
tion advantage.

The subject’s susceptibility to manipulation depends on the type of
information behaviour and personality traits. The type of information
behaviour instilled in an individual or group makes it easier to control
them through appropriately selected tools and techniques of exerting in-
fluence. Information users include groups seeking to increase the demand
for information in the process of its use, as well as those not interested
in acquiring, updating, or authenticating information and who don’t care
about its quality parameters. Both groups of users are extreme and gene-
rate many threats to the efficient flow of information. Their behaviours
are controlled by the culture of a given society and fall within the area of
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information behaviours defined by information science specialists as “all
activities, actions, and reactions of people related to information sources
and channels, including, among others, how individuals perceive, need,
search, manage, convey, and use information in various life contexts” (Ci-
sek, 2017, p. 2).

A new issue in this area, which is not the subject of direct scientific
penetration of information scientists, and related to ongoing changes in
contemporary reality, is the analysis of information behaviours in the con-
text of threats related to the broadly understood security culture. Thus
behaviours that as a component of information culture have an impact on
cultural security consisting in “consolidating and strengthening the com-
ponents that determine the continuity of cultural identity” (Piwowarski,
2016, pp. 335-337). Without cultural security, it is difficult to build infor-
mation security related to the conditions and actions taken to sensitize
and immunize the public to information attacks by the aggressor, who,
through disinformation and information and media manipulation,
weakens the victim’s cultural identity, imposes his own view of reality
(foreign to them), and thus controls their behaviour and influences de-
cision-making processes (Batorowska & Klepka & Wasiuta, 2019, p. 72).
Information behaviours and their formation (the controlling of them) may
be an area of interest to researchers in problems of information struggle,
in particular information operations undertaken in the sphere of psycho-
logical activities. All the more so since Natalya Godbold also includes,
among information behaviours, actions aimed at avoiding or ignoring in-
formation as well as hiding and destroying it (Godbold, 2006), i.e. actions
directed against the integrity, authenticity, and availability of information,
in other words selected attributes of information security. Including infor-
mation security culture problems in the area of security research, under-
stood as “the ability to focus on and seek answers to questions of whether
the exploitation and handling of information, and the reliance on it, will
serve the security of this entity and other entities and will have a positive
impact on their environment, or whether it will cause their degradation,
especially in relation to the area of values, norms and principles” (Filipek,
2017, p. 176), therefore seems fully justified.
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