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ABSTRACT: Purpose of the article — Analysis of selected challenges and threats
related to cybersecurity in Polish and international libraries and proposals for
solutions to enhance data and user protection. Research methods — The research
utilized the analysis and critique of scientific literature and source materials
available online, including recent publications, reports, press articles, and industry
sources. Artificial intelligence tools such as Scopus Al, SciSpace, Scite, Primo Al
Search Assistant and the Perplexity search engine were also used to obtain current
data on cyberattack incidents. Key findings — Due to digitization and access to
a variety of IT tools, libraries are becoming increasingly vulnerable to cyberattacks.
These attacks can lead to data loss, violations of user privacy, service disruptions,
and financial and reputational damage. Conclusions — Cybersecurity in libraries
requires a comprehensive approach encompassing technologies, procedures, and
education. Only such comprehensive measures will minimize threats, protect
user data, and ensure the continued operation of libraries in the digital era.

INTRODUCTION

In the modern world, libraries play a key role, providing access
to information and knowledge increasingly through modern and
interactive technologies. Undoubtedly, however, with the development
of digital services, new threats related to data security and user privacy
are emerging. Furthermore, for a long time, these institutions were
perceived as safe places, virtually immune to digital threats, to which
the business sector, public administration, and financial institutions were
more vulnerable. Yet recent years have seen changes that are clearly
related to the rapid digitization of library services, which consequently
makes libraries also targets for cyberattacks. Regardless of the type of
library, these institutions use integrated library systems or library service
platforms, provide e-documents and databases, increasingly conduct user
registration and services online, provide computers and other digital
devices and Wi-Fi connections in their buildings, and, to a greater or
lesser extent (depending on the institution), engage with social media.
The above-mentioned aspects of library operations are just a few examples
related to the potential emergence or increase of digital threats in libraries.

RESEARCH OBJECTIVES AND METHODS

In this article, I analyze selected cybersecurity challenges in Polish and
international libraries and propose solutions to enhance the protection
of information and users, with particular emphasis on data processed in
library systems. The aim of my analysis is to identify and characterize
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cyberthreats and cyberattacks that have occurred in libraries both in Poland
and internationally. Based on the experiences of these institutions, I also
present measures enabling the effective protection of digital collections
and user data. Furthermore, I highlight the challenges libraries face in
implementing effective cybersecurity solutions.

During my research, I utilized the method of literature analysis and
critique. The topic of cybersecurity in libraries is already present in the
literature. However, it is worth noting that the most numerous attacks on
these institutions have occurred in recent years, and not all of them have
been described in scholarly publications to date. This is particularly true
of attacks on Polish libraries. I will only mention here that the last case
I analyzed occurred in July 2025, during the writing of this text. Therefore,
important sources of information for me included library websites, their
fan pages on social media, and articles in news outlets and in local and
national press. I conducted my primary literature searches using the Primo
Library Discovery Service available at the University of Warsaw Library.
I was particularly interested in publications from the last few years, which
are current enough to describe the threats we are constantly facing. While
searching for information about publications, I also used tools with artificial
intelligence components: Scopus Al, Primo Al Search Assistant, SciSpace,
and Scite. I also conducted a supplementary search using Google Scholar.
To identify information about cybercriminal attacks on Polish libraries,
I used the Google search engine and the news aggregator Google News.
The Perplexity search engine, based on generative artificial intelligence,
also proved useful in searching for such information. I should emphasize
that each piece of information about a hacker attack obtained this way"
was then verified in other online sources (e.g. on the website of a given
library).

CYBERSECURITY - CHALLENGES AND THREATS FOR LIBRARIES

Advances in the application of information technologies in libraries,
and with them the use of these technologies in almost every area of library
operations, are leading to the emergence of a number of new challenges
and threats in cyberspace. In the literature, the term “cyberspace” is
defined in various contexts, often depending on needs. Robert Janczewski

!In this article, the term “hacker” is associated with negative connotations, particularly in relation
to the examples of criminal activities cited in the text, such as cyberattacks, aimed at gaining unautho-
rized access to computer systems, networks, or data in order to cause harm. However, it is important
to emphasize that hacker culture encompasses a diverse set of values, practices, and beliefs that have
evolved over time, reflecting both positive and negative aspects. In a positive context, a central ele-
ment of this culture is the hacker ethic, which promotes ideals such as openness, collaboration, and the
free exchange of information (Castellanos-Rivadeneira & Valerio-Urefia, 2020, pp. 134).
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rightly points out that “different areas of human activity use this concept
in various meanings” (Janczewski, 2022, p. 141). For the purposes of
this article, I adopt the definition of “cyberspace” provided by Janusz
Wasilewski, citing the US Department of Defense. According to this
definition, cyberspace is “a global domain of the information environment
consisting of interdependent networks created by information technology
(IT) infrastructure and the data contained within them, including the
Internet, telecommunications networks, computer systems, and the
processors and controllers embedded within them” (Wasilewski, 2013,
p. 227).

Cyberspace undoubtedly creates opportunities for criminal activities
and attacks targeting public institutions such as museums, archives, and
libraries. According to the definition provided in 2024 by Malgorzata
Michatowska and Ewa Hassa, the term “cybersecurity” means “the
resilience ofinformation systems to activities that violate the confidentiality,
integrity, availability, and authenticity of processed data or related
services offered by these systems” (Michatowska, & Hassa, 2024, p. 101).
It is worth noting that the “GDPR Guide for Libraries”, published by the
Association of Polish Librarians, also refers to cybersecurity as a concept
encompassing “solutions for IT security, including the security of personal
data in cyberspace”. And further: “it also encompasses infrastructure
security, from individual computer or telephone equipment to the overall
ICT infrastructure, including critical infrastructure” (GDPR Guide for
Libraries, 2020, p. 126). It is probably no wonder that cybersecurity in
libraries is a crucial issue today. This is, of course, primarily related to
these institutions” management of sensitive user data, but also to the
integrity of library resources and services.

What threats do libraries face in the context of their cyberspace
operations? The answer to this questionisnot at all simple. Different threats
can have different consequences for the operations of these institutions.
Understanding them is crucial for implementing effective security
measures. Furthermore, these threats are evolving with the increasing
integration of advanced technologies and the digital transformation of
library services. Among the typical examples of security vulnerabilities
cited in the literature are distributed denial-of-service (DDoS)? malware?,

2 DDoS (distributed denial of service) — “an attack on a computer system or network service in
order to prevent it from functioning by occupying all available resources, carried out simultaneously
from multiple computers”. [In:] Pohoska, K. (2025, March 3). Cyberprzestepczos¢ — prognozy na 2025
rok. Stoleczny Magazyn Policyjny, Retrieved August 12, 2025, from https://magazyn-ksp.policja.gov.pl/
mag/technologie/137761,Cyberprzestepczosc-prognozy-na-2025-rok.html.

® Malware — “Installation of malicious software that can disrupt library operations or compromise
data security” (Saha, 2024).
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ransomware’, phishing’, SQL injection attack®, session hijacking and Man-
in-the-Middle attacks,” and cross-site scripting (XSS)* (See Humayun, et
al., 2020, pp. 3173 ; Oladokun, et al., 2024).

Among the most common hacker attacks on libraries are malware
infections (including viruses, worms, and Trojans), which can corrupt
data, disrupt library services, systems, and networks, and violate user
privacy. Malware infections can result from accidental or inadvertent
downloads of infected files, library staff visiting infected websites, or
opening malicious email attachments (Akor et al., 2024). Ransomware
appears to be the most dangerous type of attack, which encrypts files and
locks the system, often resulting in inaccessibility of data and services,
often until a ransom is paid. This type of attack can also result in data
loss for the library and a violation of user privacy. The proliferation of
ransomware-as-a-service (RaaS) platforms has made ransomware attacks
more accessible to cybercriminals, increasing the risk to libraries (Akor et
al., 2024).

A significant aspect of hacker attacks is, of course, the compromise of
data, often sensitive, concerning both users and library employees and
collaborators. For example, unauthorized access to institutional databases
can result in the disclosure of ID numbers, passport data, information
about users’ place of residence, their telephone numbers, etc. (Rahim, et
al., 2024). Internal library documents (e.g., contracts, invoices) are also at
risk of disclosure. Such actions can damage the library’s reputation and
entail legal and financial consequences.

It’s also worth at least mentioning “brute force” attacks, which involve
repeated attempts to gain unauthorized access to library systems by
guessing passwords. Such attacks can also lead to unauthorized access
to sensitive data and disruption of library services (Putri, et al., 2024,

* Ransomware — “a type of malware which prevents you from accessing your device and the data
stored on it, usually by encrypting your files” (Corrado, 2024).

® Phishing — “a method of fraud in which a criminal impersonates another person or institution in
order to obtain confidential information (e.g. login details, credit card details), infect a computer with
malware, or persuade the victim to take specific actions”. (Akademia NASK, n.d.).

¢ SQL Injection attack — “In this attack, an input string is injected through the application to change
or manipulate the SQL statement to the attacker’s advantage. This attack harms the database in several
ways, including unauthorized access and manipulation of the database, and disclosure of sensitive
data”. (Humayun, et al., 2020, pp. 3173).

7 “Man-In-The-Middle (MITM, also abbreviated in the literature as MIM, MitM, MiM or MITMA)
is an attack where an unauthorized third party secretly gains control of the communication channel
between multiple endpoints. The MITM attacker can interrupt, manipulate or even replace the target
victims” communication traffic. Further, victims are not aware of the intruder, thus believing that the
communication channel is safe and protected”. (Humayun, et al., 2020, pp. 3173).

8 “Cross-Site Scripting (XSS): In this type of attack, a malicious attacker tries to run a JavaScript code
in the client’s browser in order to steal the client’s sensitive data. It is a commonly used vulnerability
found in recent websites”. (Humayun, et al., 2020, pp. 3173).
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pp. 266). They involve access to databases and administrator accounts, as
well as the ability to manage social media fan pages.

It is worth emphasizing that information about hacker attacks doesn’t
always have to be publicly disclosed by libraries. In Poland, for example,
there’s no clear legal provision obliging these institutions to report all
cybersecurity incidents. However, attacks that may result in a breach of
access to library users” personal data should be reported to the President
of the Personal Data Protection Office (UODO) within 72 hours, and
information about such an incident should be provided to data subjects
if there is a risk of their rights or freedoms being violated (GDPR Guide
for Libraries, 2020, p. 138). In short, reporting incidents that threaten
users’ personal data should occur if there is a risk of a breach, while other
cyberattacks don’t always have to be publicly disclosed. The decision in
such cases rests with the institution.

As a side note to these considerations, it is also worth addressing
the use of data processing tools by libraries, particularly those based on
generative artificial intelligence. This refers to data on reading preferences,
which, during a user’s search and selection process, could theoretically
constitute sensitive data. The situation is similar, albeit in a much more
advanced way, to that of readership statistics. Regarding the latter, Zofia
Lipinska’s words are interesting: “However, libraries should proceed
with extreme caution in this area — maintaining statistics based on the
Public Statistics Act of 29 June 1995 is one thing, but creating, for example,
reader profiles for users of a specific library may be considered an abuse
of statutory authority. Therefore, if a library engages in such practices
or uses computer programs that recommend books based on reading
history, it is worth obtaining appropriate consent, as these activities may
be considered reader profiling”. (Lipiniska, n.d.). The aspect of library user
profiling (including forecasting their needs and interests, and utilizing
recommendation systems that suggest books, articles, and other resources
tailored to individual users), especially with the active use of generative
artificial intelligence, is clearly related to the issue of library user safety.
I have no doubt that in an era of increasingly widespread use of these
tools, which often operate on large data sets, a responsible and transparent
approach to collecting and processing user information is essential. Lack
of appropriate security measures, especially user consent, can lead to
privacy violations and, consequently, a loss of trust on their part. Therefore,
libraries should not only ensure the technical security of their systems but
also scrupulously adhere to the privacy policies regarding their employees
and users, particularly those related to profiling and the processing of
sensitive data. The characteristics concerning privacy protection can be
found, among others, in the “GDPR Guide for Libraries” published by
the Publishing House of the Polish Librarians Association. Such protection
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consists in “protecting the ability of an individual or group of people to
maintain the privacy of their data, personal habits and behaviors that are
not publicly disclosed” (GDPR Guide for Libraries, p. 126).

THE LIBRARY AS A TARGET FOR CYBERCRIMINALS

Returning to the main topic of this article, recent years have seen
a number of cyberattacks on libraries, affecting institutions both in
Poland and around the world. An example is the attack on the website
of the University of Warmia and Mazury Library in Olsztyn. In January
2016, a hacker blocked access to the homepage and posted an image of
the “Quran” (“Haker zablokowat strone biblioteki UWM”, 2016). After
entering the library’s address in a search engine, a message appeared
stating that the website had been hacked: “HaCked By Fr13nds Team
[#OP_WorlD]” (“Atak hakerow na serwery UWM...”, 2016). The library
website was unavailable for approximately 10 hours. In this case, no user
personal data was leaked. An employee from the library’s computerization
department admitted in an interview with Radio Olsztyn that hackers
managed to find a bug on the website and ruthlessly exploited it. The
primary problem, it seems, was the use of publicly available ready-made
solutions. The employee admitted to a journalist: “Sometimes I use ready-
made solutions that are made available. Unfortunately, they simply
hacked through one of the plugins” (“Atak hakeréw na serwery UWM...”,
2016). The simplest solution to avoid this problem would be to avoid using
unverified, publicly available solutions and to regularly update and audit
the library’s software.

In January 2019, the Central Military Library (CBW) reported that
the Ministry of National Defense’s Computer Incident Response System
Support Center had observed phishing attacks targeting library users.
The senders of the messages impersonated CBW employees and informed
them of the need to return books from a list, which included a link. Clicking
the link downloaded malware. The library stated on its website that such
messages should be deleted without clicking the link. It also presented
detailed characteristics of phishing emails in an exemplary manner.
This message was supplemented by a screenshot of a sample fake email,
allegedly sent by the Central Military Library. In reporting the attack, the
library assured users that their data was secure and had not been disclosed.
Users were also instructed to exercise extreme caution when using email
(Central Military Library, 2019).

Another example from Poland: On the night of January 5-6, 2024, an
attack was carried out on the Data Processing Center of the University of
Zielona Gora. As a result, the library system and the Zielona Géra Digital
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Library, among others, were blocked. A spokeswoman for the University
of Zielona Gora reported that as a result of the hacking attack, the ability
to read virtual machine files containing personal data of employees and
students was temporarily blocked (Lukasiewicz, 2024). The Akira group
was behind the attack, and the ransom demanded was $750,000. The
university did not pay it (May, 2024). According to Katarzyna Doszczak
from the University of Zielona Gora press office, the university fell victim
to a ransomware attack (May, 2024). To be more precise, according to
the European Cybersecurity Agency (ENISA), ransomware has been the
most devastating type of cyberattack in the last decade (Knowledge Base.
Service of the Republic of Poland, 2022). Malgorzata Poniatowska-Jaksch
noted that in 2024, cybercriminals using this type of solution increasingly
used services available on the dark web instead of their own programs
(Poniatowska-Jaksch, 2024, p. 7). It is worth noting that in the case of
the University of Zielona Gdra, administrators managed to recover the
university’s IT systems, which have an IT resource monitoring system in
place (May, 2024). However, it took ten days for all digital services to be
restored (University of Zielona Goéra. Computer Center, 2024).

It is not just large institutions that are vulnerable to attacks. Smaller
libraries, and even their branches, can also be targeted by cybercriminals.
Take, for example, the case of a library in the Lublin Voivodeship. On
February 9, 2019, the server of the Municipal Public Library in Krasnik
was attacked by hackers. According to media reports, an employee noticed
a message in English on the server informing someone that the branch’s
database had been deleted. According to the Library’s director, “There was
also information that if we wanted to recover the database, we had to pay
in Bitcoins” (Anton-Jucha, 2019). Due to the risk of unauthorized access
to users’” personal data, the matter was reported to the Office for Personal
Data Protection and to the police (Anton-Jucha, 2019). In this institution’s
case, on March 28, 2019, a notice about the incident appeared on its main
website, giving information about the risk of disclosing users” personal
data (Krasnik Municipal Public Library, 2019). The library provided
detailed information about the possible consequences of unauthorized
use by criminals. It also assured users that the latest version of the library
system, which uses encryption of stored personal data, had been installed,
which is intended to prevent or significantly impede unauthorized access
to sensitive resources in the future (Krasnik Municipal Public Library,
2019).

The latest example from Poland concerns a situation that occurred
in July 2025. The Rudy Library is a branch of the Kuznia Raciborska
Municipal Public Library. Its Facebook fan page was attacked and its
employees lost access. “Our previous account was hacked, and despite
numerous attempts, we are unable to recover it. Over five years of work,
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memories, events, photos, comments, and hearts... went up in smoke”, we
read on the Library’s new fan page (Rudy Library, 2025). This example
demonstrates that social media account takeovers can be caused by
a hacker attack, which essentially results in the blocking of the fan page
and the inability to access the institution’s published content. In the case of
the Rudy Library, despite numerous attempts the previous account could
not be recovered. The institution launched a new fan page and appealed
to the online community for help in rebuilding trust and reach, asking for
likes and shares about the new page.

It is worth remembering that account takeovers by unauthorized
individuals can not only lead to data loss but can also expose libraries
to other problems (e.g., impersonation of the institution, sending spam
and other content, accessing sensitive data). Therefore, it is essential
to implement appropriate security measures, including strong and
unique passwords and two-factor authentication. Librarians” awareness
of online account security and mandatory cybersecurity training are
crucial. Implementing at least a few basic rules significantly increases the
security of library social media accounts and helps avoid many serious
consequences for both the institution and its users.

To summarize the above, it is worth mentioning that the number of
cyberattacks on various public institutions and companies is growing
in Poland. In 2024, there was a 60% increase in security incidents (over
111,000 cases). This increase was particularly noticeable in the public
sector (Jaskowiak, 2025). It is also hard to disagree with the words of the
creators of the website SecurityBsides that “more and more criminals will
start using artificial intelligence, which will make attacks more complex
and harder to detect. Therefore, organizations should invest in modern
protection systems and intensify employee education in cybersecurity”
(SecurityBsides, 2025). It is worth noting that the issue of cybercriminals’
use of artificial intelligence was also recently addressed in an article in
“Stoteczny Magazyn Policyjny” (Pohoska, 2025).

Of course, hacker attacks aren’t limited to Polish libraries. Examples
of such situations from abroad can be found in Edward M. Corrado’s
article (Corrado, 2024, p. 84). It is worth noting that recent years have
seen a series of events that have significantly disrupted the functioning
of these institutions in various countries. To further illustrate the scale
of the threat, below are two of the most well-known incidents that have
significantly impacted the perception of the world of libraries in the
digital age. These examples also provide important lessons in the need
to implement effective security measures and to be aware of the risks
associated with cybersecurity, which is constantly evolving and requires
constant monitoring and adaptation to new threats.

The Toronto Public Library (TPL) is one of the largest public libraries
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in the world, with over four million visitors annually and 1.2 million
cardholders (Wyganowski, 2024). The library has 100 branches. On
October 28, 2023, a ransomware attack was launched against the institution
(Enis, 2024). The attack was orchestrated by the cybercriminals Black Basta
group. In 2023, this group was considered one of the most dangerous
(Canadian Centre for Cyber Security, 2024, p. 22). “The group uses
a double extortion tactic, encrypting the victim’s data and servers, as well
as ransoming their sensitive data on their public leak site” (Mafera, 2024,
115). Cybercriminals gained unauthorized access to the library network,
encrypted network resources, and stole the personal data of users, staff,
and volunteers (Wyganowski, 2024). Up to 900 GB of data, containing
780,000 files, is estimated to have been stolen (Bains, 2024). This data had
been collected by the library since 1998 (Wyganowski, 2024). It is worth
noting that there is no evidence that the stolen data was published online.
Nor is there any basis to claim it was disseminated in any way.

The attack resulted in the shutdown of most of the library’s and its
branches’ IT systems, including the main website, electronic catalogues,
public computers, printers, and access to digital collections. “Although
TPL managed to keep all of its 100 branches open and host programs
throughout the ordeal, patrons were unable to access their library accounts
online or use the library’s computers for more than two months. And
while TPL has also continued to manually check out print books and other
physical materials, the library has been unable to process holds or check
the materials back in when they are returned” (Enis, 2024). Following the
recommendations of cybersecurity experts, the institution did not pay the
ransom (reported by the Toronto Star to be as much as $10 million), notified
the City of Toronto and its cybersecurity team, the Toronto Police, and the
Royal Canadian Mounted Police (Enis, 2024). Corrective measures were
also implemented, including modernizing technical security measures
and restoring services (Bains, 2024). The attack became a symbol of the
growing threat to public institutions from cybercrime, emphasizing both
the importance of protecting IT infrastructure and the importance of
transparently informing victims and the public about the impact of such
incidents. It was also one of the most serious cyberattacks on a public
institution in Canada and worldwide.

It is worth noting that an attacked institution doesn’t always refuse to
pay the ransom. Cybersecurity experts have recommend against doing so,
even if the costs of recovering data exceed the ransom. Individual countries
are alsoimplementing regulations addressing such situations. For example,
according to the UK’s national policy, formulated by the National Cyber
Security Centre (NCSC), no payments should be made in the event of
a ransomware attack (Mayard, 2024). It is also clear that paying a ransom
encourages cybercriminals to launch further attacks (Breeding, 2024).
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However, looking at the reality of educational institutions, it is apparent
that there is no clear-cut approach to this problem. Natalie Schwartz, for
example, writes that over half of universities (56% of 200 universities in
14 countries) that fell victim to ransomware attacks paid the ransom to
recover lost data (Schwartz, 2023). The matter is not as straightforward as
it might seem at first glance.

The second ransomware cyberattack I describe occurred at the British
Library, interestingly also on October 28,2023. This library is considered the
largest in the world. This makes it even more difficult to imagine a situation
where this institution loses its capacity to function and is unable to offer
even its basic services. Cybercriminals working with the Rhysida group,
previously known for attacks on government institutions and hospitals,
among other things, hacked into the library’s IT systems. The group stole
(and destroyed) data, encrypted a significant portion of the servers, and
blocked all users from accessing the library network. As part of their
illegal activities, files from the finance, technology, and human resources
departments were copied (Mayard, 2024). The cybercriminals demanded
a ransom of 20 bitcoins —nearly £600,000 (Houghton, Winterburn & Ken
Oakley, 2025). Following the British Library’s refusal to pay, hackers
published approximately 600 GB of stolen resources on the dark web,
including user personal data and employee documents (Mayard, 2024).

As a result of the attack on the British Library, its services were
unavailable. Marshall Breeding writes that “practically all parts of the BL’s
technology infrastructure were impacted, including the ILS, the catalog,
the many systems supporting the library’s massive digital collections,
request and retrieval services, and even the Wi-Fi network” (Breeding,
2024). Moreover, library users did not have access to its physical collections.
(Breeding, 2024). The library’s website and staff email were also blocked
(Fiscus, 2024). Restoring the library system to full functionality following
such an attack was a difficult and lengthy process. Although backups
of digital collections and metadata existed, the lack of a functioning
infrastructure to restore this data posed a significant obstacle to recovery
(Oykii, 2024). For example, access to the online catalog was restored only
on January 15, 2024, but without the ability to order documents (Fiscus,
2024).

Following the attack, the British Library took steps to promote
transparency, publishing a detailed incident report in 2024 (British Library,
2024) and collaborating with the UK National Cyber Security Centre
(NCSC) and law enforcement agencies. A website was also created (www.
bl.uk/about/cyber-attack), where users can find answers to frequently
asked questions about the cyberattack. This includes information on the
consequences of the leak of library users’ personal data. In an official
statement from the Information Commissioner’s Office (ICO), published



DIGITAL SECURITY IN LIBRARIES. CHALLENGES, THREATS,AND... 53

on April 30, 2025, the British Library was described as an institution that
was transparent about the attack and its effects. The library’s willingness
to share information about the system’s weaknesses, remedial actions
taken, and cooperation with the NCSC and law enforcement agencies to
improve data security were also praised (Information Commissioner’s
Office, 2025).

POSSIBILITIES FOR COUNTERING CYBER THREATS

What cybersecurity strategies should libraries implement? There
are at least several answers to this question. Without a doubt, digital
transformation has improved the accessibility and comfort of library
services. At the same time, it has increased the risk of various cyberattacks,
including those aimed at exploiting security vulnerabilities in library
systems and insufficient staff and user awareness. It is also important to
remember that cyber threats in libraries are constantly evolving, requiring
continuous adaptation and technological innovation in this area as well.
As a result, libraries must face challenges related to data protection, IT
infrastructure, and educating staff and users about digital security.
Among other things, systematically updating security systems is essential.
Libraries must also be ready to utilize advanced IT tools to detect and
analyze threats in library systems. This also applies to the application
of Al in libraries (e.g., as part of service automation and efficiency;
personalized user service; more effective information search and resource
discovery). Particularly in large libraries, additional tools for effective
control and continuous monitoring of the increasingly complex digital
library environment may also be necessary. This is especially important
in the context of real-time threat detection and response. Importantly,
tools are already available today that provide insight into data at all levels
of the IT infrastructure. These solutions also utilize machine learning
mechanisms, continuously monitoring and analyzing telemetry data
from the network infrastructure. Examples of such tools can be found in
the literature, including DarckTrace, Cisco Network Analytics, and IBM
QRader (Ghazal, et al., 2022).

Importantly, artificial intelligence can pose additional challenges
for libraries. One example is Al tools that process user data to further
personalize services. Remember that to operate efficiently, Al tools often
require access to vast amounts of data, which may contain sensitive
information. Therefore, libraries should obtain users’ (informed!) consent
before automatically analyzing their activity in the library system and
allow them to opt out or limit data processing and further sharing (Kavak,
2024, p. 46). The solution in this case may be adopting appropriate privacy
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policies, implementing proven data management solutions, and regularly
auditing Al systems (Kavak, 2024, p. 46).

To improve cybersecurity, libraries can also use blockchain technology
and biometric authentication for access control. Blockchain can, among
other things, help secure digital resource management and data transfer
(Akor, etal., 2024). However, the potential uses of this technology are much
broader. In his doctoral thesis, Piotr Dariusz Chmielewski aptly identifies
potential areas for implementing this technology in academic libraries.
These include: data storage; managing licensing agreements and digital
rights; supporting scholarly communication and open science; metadata
management; managing data, holdings, and collections; managing
the loan process; user services; and organizing and certifying training
(Chmielewski, 2023, pp. 137-149). It is clear, therefore, that all of these
application areas are, to a greater or lesser extent, related to cybersecurity.

AT and blockchain are technologies that can significantly help prevent
or mitigate cyberthreats. However, despite their enormous potential
(including streamlining administrative processes and strengthening the
resilience of library IT infrastructure), they also pose challenges related
to their implementation. Importantly, integrating these technologies with
library security systems requires meticulous planning, investment in
staff training, and rigorous adherence to best practices in cybersecurity
management (Akor et al., 2024). The role of educating library staff and
users about cybersecurity threats is particularly important here. Training,
lectures, tutorials, etc., are crucial for identifying potential threats in the
future and for responding to them (Panda & Kaur, 2024).

Library directors and staff must make every effort to effectively
secure the data they collect and manage. Conscious actions and technical
measures are essential to increase security in the digital environment.
Edward M. Corrado points to helpful documents in this regard created by
government agencies in several countries, as well as commercial and non-
profit organizations working in the field of cybersecurity. Based on these
documents, Corrado formulated recommendations for libraries, which are
presented in a concise form below:

1. Develop a comprehensive cybersecurity plan that includes risk
mitigation strategies and cyber incident response procedures. This plan
should define responsibilities for monitoring data security and address
privacy, legal, and ethical aspects of security policies.

2. Provide periodic training for employees on protecting user data
and confidential information, with a particular emphasis on recognizing
threats and implementing cybersecurity best practices.

3. Prepare user briefings on protecting privacy and data confidentiality,
including information about vendors collecting search histories. Highlight



DIGITAL SECURITY IN LIBRARIES. CHALLENGES, THREATS,AND... 55

the risks associated with using illegal sources, such as “shadow libraries”,
and the risk of credential theft.

4. Require employees to use strong passwords and multi-factor
authentication.

5. Create an inventory of all digital resources and components of the
library’s technological infrastructure. This inventory should include
information about the data stored in various systems and the potential
consequences of data loss or security breaches.

6. Limit access to non-public data, especially user data. Only employees
whose duties involve using such resources should have access. These
employees should have received appropriate training in managing
confidential data. Encryption is possible. The library should only collect
data that is necessary.

7.Regularly backup data according to the 3-2-1 strategy, i.e., maintaining
three copies on two different media, with one copy stored off-site, e.g., in
the cloud.

8. Systematically update library system software to eliminate security
gaps.

9. Assess technology and software used in libraries through the lens of
cybersecurity, taking into account provisions in contracts with vendors, as
well as audits and security certifications (e.g., ISO/IEC 27001). Employees
should be familiar with the terms and conditions of use of systems,
individual services, and resources, particularly regarding the storage by
vendors of data and information about user activity (e.g., search history).

10. Consider the financial and staffing needs associated with
maintaining cybersecurity. In the event of a cyberattack, the costs of
restoring infrastructure operations may significantly exceed the costs of
counteracting such an attack in advance (Corrado, 2024, pp. 87-92).

What other recommendations should be considered to protect libraries
from cyberattacks? A British Library report published in March 2024 pro-
vides guidance. The report aims, among other things, to help other insti-
tutions implement appropriate procedures. It contains 16 key conclusions
worth considering when planning digital security solutions for libraries.
These include: increasing network monitoring capabilities; retaining on-
call external security expertise; fully implementing multi-factor authen-
tication; introducing policies to limit personal use of library IT; collabo-
rating with other institutions in the industry and sharing information on
cyber threats and cybersecurity best practices; implementing government
standards; implementing network segmentation; and managing systems
lifecycles to eliminate legacy technology (British Library, 2024).

The authors of the “GDPR Guide for Libraries”, point out, among other
things, the possibility of restricting external access to library equipment.
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They also consider it good practice to separate the internal (library)
network from external resources (GDPR Guide for Libraries, 2020, p. 127).

The authors also recommend restricting the connection of private media
to library computers and disabling the autorun function for all media, as
well as limiting the freedom to connect USB drives to computers (allowing
only devices authenticated by an IT specialist). It is also important to scan
external data media with antivirus software before each use and to destroy
old devices, drives, etc., so as to prevent data recovery. Furthermore, they
recommend regularly deleting unnecessary files/messages and protecting
mobile devices used in the library (GDPR Guide for Libraries, 2020,
p- 127).

CONCLUSIONS

Due to the increasing use of digital technologies and networked
environments, libraries are highly vulnerable to various threats, including
hacking. The threat of aggressive and destructive cyberattacks is greater
than ever before. Cybercriminal groups can significantly disrupt the
functioning of these institutions, endangering confidential data and
undermining trust. Various forms of attacks can impact library operations
in numerous ways, leading not only to service disruptions but also
to privacy and data security breaches and damage to the institution’s
reputation. In a digital world where more and more resources and services
are being made available online, libraries are becoming an attractive
target for cybercriminals, requiring continuous improvement in data
protection standards and IT systems. Only a comprehensive approach,
combining modern technologies, appropriate procedures, and staff and
user education, will effectively minimize risk and ensure secure access to
information.
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